UNIT —I
NETWORK HARDWARE:

The network is cateogorized According into 2 categories
1, Transmission Techonology

2 scale

1. Transmission Techonology

Transmission technology generally refers to physical layer protocol duties like modulation,

demodulation, line coding, and many more

Types of Transmission Technology :
Transmission media is basically divided into two categories: Broadcast Networks, Point-to-
Point Networks. These are explained as following below.

1. Broadcast Networks :
Broadcast networks are also known as terrestrial networks. It is basically a group of radio
stations, television stations, or any other electronic media outlets that simply generate
agreement to air, or broadcast, content generally from a centralized source. Broadcasting is

simply a method of transferring messages to all the recipients simultaneously.

Advantages of Broadcast Networks —

e Inthis network, packets are generally transmitted and received by all of computers.

e It allows multicasting in the network.

e It has no limit. Even events can also run as long as required.

e It ensures better utilization of all resources available.

Disadvantages of Broadcast Networks —

e It cannot accommodate huge number of devices.

o It doesn’t allow personalization of message.

2. Point-to-Point Networks :

Point-to-Point Networks or Point-to-Point Connection is type of private data connection that is

connecting securely two or more locations for private data services. It might also be configured
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to usually carry voice, internet, and data services together all over same point-to-point
network.

Advantages of Point-to-Point Networks —

o It increases productivity.

o It generally uses leased lines so that speeds are guaranteed.

o It provides better security so that data can be transferred securely with confidence.
Disadvantages of Point-to-Point Networks —

e With this network, we can only connect two sites.

o It is very expensive for distant locations.

2 scale

Types of Computer Network: LAN, MAN and
WAN,PAN,INTERNETWORK

BY CHAITANYA SINGH | FILED UNDER:

A computer network is a group of computers connected with each other through a transmission
medium such as cable, wire etc. In this guide, we will discuss the types of computer networks in
detail.

Types of Computer Network
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Network

LAN MAN WAN

There are mainly three types of computer networks based on their size:
1. Local Area Network (LAN)

2. Metropolitan Area Network (MAN)

3. Wide area network (WAN)

1. Local Area Network (LAN)

Ethernet

LAN

1. Local area network is a group of computers connected with each other in a small places such
as school, hospital, apartment etc.
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2. LAN is secure because there is no outside connection with the local area network thus the data
which is shared is safe on the local area network and can’t be accessed outside.

3. LAN due to their small size are considerably faster, their speed can range anywhere from 100
to 100Mbps.

4. LANSs are not limited to wire connection, there is a new evolution to the LANSs that allows

local area network to work on a wireless connection.

2. Metropolitan Area Network (MAN)

Hospital
LAN
College
School MAN LAN
LAN ~
Factory

MAN =% R

MAN network covers larger area by connections LANS to a larger network of computers. In
Metropolitan area network various Local area networks are connected with each other through
telephone lines. The size of the Metropolitan area network is larger than LANs and smaller than

WANSs(wide area networks), a MANSs covers the larger area of a city or town.

3. Wide area network (WAN)
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WAN

Wide area network provides long distance transmission of data. The size of the WAN is larger
than LAN and MAN. A WAN can cover country, continent or even a whole world. Internet
connection is an example of WAN. Other examples of WAN are mobile broadband connections
such as 3G, 4G etc.

Advantages of WAN:

Centralized infrastructure: One of the main advantage of WAN is the that we do not need to
maintain the backup and store data on local system as everything is stored online on a data

centre, from where we can access the data through WAN.

Privacy: We can setup the WAN in such a way that it encrypts the data that we share online that

way the data is secure and minimises the risk of unauthorized access.

Increased Bandwidth: With the WAN we get to choose the bandwidth based on the need, a large

organization can have larger bandwidth that can carry large amount of data faster and efficiently.

Area: A WAN can cover a large area or even a whole world though internet connection thus we
can connect with the person in another country through WAN which is not possible is other type

of computer networks.
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Disadvantages of WAN:

Antivirus: Since our systems are connected with the large amount of systems, there is possibility
that we may unknowingly download the virus that can affect our system and become threat to
our privacy and may lead to data loss.

Expensive: Cost of installation is very high.

Issue resolution: Issue resolution takes time as the WAN covers large area, it is really difficult to
pin point the exact location where the issues raised and causing the problem.

PAN(PERSONAL AREA NETWORKYS)

is a the computer network that connects computers/devices within the range of an individual
person. As PAN provides a network range within a person’s range typically within a range of
10 meters(33 feet) it is called as Personal Area Network. A Personal Area Network typically
involves a computer, phone, tablet, printer, PDA (Personal Digital Assistant) and other and

other entertainment devices like speakers, video game consoles etc.

Thomas Zimmerman and other researchers at M.I.T.’s Media Lab first developed the concept
of PAN. It is very useful in home, offices and small network areas due to its high performance

in terms of flexibility and efficiency.

Types of Personal Area Network (PAN) :

Personal Area Network can be of 2 types depending upon its connection i.e., Wireless PAN,
and Wired PAN.

These are explained as following below.

Wireless PAN —

Wireless Personal Area Network (WPAN) is connected through signals such as

infrared, ZigBee, Bluetooth and ultrawideband etc.

Wired PAN —

Wired PAN is connected through cables/wires such as Firwire or USB (Universal Serial Bus).
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Advantages and disadvantages of PAN —

These are some of the Advantages of PAN :

o PAN is relatively flexible and provides high efficiency for short network range.
o It needs easy setup and relatively low cost.

o It does not require frequent installations and maintenance

e ltis easy portable.

e Needs less technical skill to use.

These are some of the disadvantages of PAN :

e Low network coverage area/range.

o Limited to relatively low data rates.

o Devices are not compatible with each other.
Applications of PAN —

e Home and Offices

e Organizations and Business sector

e Medical and Hospital

e School and College Education

« Military and Defense

Interconnection of Networks:

We have read LAN, MAN and WAN above, we also talked about internet. You can say that an
internet is a combination of LAN, MAN and WAN.

What is Transmission media?

o Transmission media is a communication channel that carries the information from the sender to

the receiver. Data is transmitted through the electromagnetic signals.

o The main functionality of the transmission media is to carry the information in the form of bits
through LAN(Local Area Network).

o Itis a physical path between transmitter and receiver in data communication.
o In a copper-based network, the bits in the form of electrical signals.

o In a fibre based network, the bits in the form of light pulses.
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Classification Of Transmission Media:

Transmission
media
Guided Unguided
media media
Coaxial Fibre _Twisted |Radinwares] |Z‘hlirruwa1‘eﬁ [ infrare-:l‘

8 NIZON

|Baseban{] Broadband Unshielded |shu,~lded |

o Guided Transmission Media

o UnGuided Transmission Media

Guided Media

It is defined as the physical medium through which the signals are transmitted. It is also known

as Bounded media.

Types Of Guided media:

Twisted pair:

Twisted pair is a physical media made up of a pair of cables twisted with each other. A twisted
pair cable is cheap as compared to other transmission media. Installation of the twisted pair cable
is easy, and it is a lightweight cable. The frequency range for twisted pair cable is from 0 to

3.5KHz.
A twisted pair consists of two insulated copper wires arranged in a regular spiral pattern.

The degree of reduction in noise interference is determined by the number of turns per foot.

Increasing the number of turns per foot decreases noise interference.
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Jacket Twisted Pair Bare Wire

Types of Twisted pair:

| Twisted Pair

Unshielded Twisted Pair Shielded Twisted Pair

Unshielded Twisted Pair:

An unshielded twisted pair is widely used in telecommunication. Following are the categories of

the unshielded twisted pair cable:

o Category 1: Category 1 is used for telephone lines that have low-speed data.

o Category 2: It can support upto 4Mbps.

o Category 3: It can support upto 16Mbps.

o Category 4: It can support upto 20Mbps. Therefore, it can be used for long-distance

communication.

o Category 5: It can support upto 200Mbps.
Advantages Of Unshielded Twisted Pair:

o Itis cheap.
o Installation of the unshielded twisted pair is easy.

o It can be used for high-speed LAN.

Disadvantage:
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o This cable can only be used for shorter distances because of attenuation.
Shielded Twisted Pair

A shielded twisted pair is a cable that contains the mesh surrounding the wire that allows the

higher transmission rate.

Characteristics Of Shielded Twisted Pair:

o The cost of the shielded twisted pair cable is not very high and not very low.
o Aninstallation of STP is easy.

o It has higher capacity as compared to unshielded twisted pair cable.

o It has a higher attenuation.

o Itis shielded that provides the higher data transmission rate.

Disadvantages

o Itis more expensive as compared to UTP and coaxial cable.

o It has a higher attenuation rate.

Coaxial Cable

o Coaxial cable is very commonly used transmission media, for example, TV wire is

usually a coaxial cable.

o The name of the cable is coaxial as it contains two conductors parallel to each other.
o It hasa higher frequency as compared to Twisted pair cable.

o The inner conductor of the coaxial cable is made up of copper, and the outer conductor is made up of copper
mesh. The middle core is made up of non-conductive cover that separates the inner conductor from the outer

conductor.

o The middle core is responsible for the data transferring whereas the copper mesh prevents from

the EMI (Electromagnetic interference).
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Coaxial cable is of two types:

1. Baseband transmission: It is defined as the process of transmitting a single signal at high speed.

2. Broadband transmission: It is defined as the process of transmitting multiple signals simultaneously.

Advantages Of Coaxial cable:

o The data can be transmitted at high speed.
o It has better shielding as compared to twisted pair cable.

o It provides higher bandwidth.

Disadvantages Of Coaxial cable:

o Itis more expensive as compared to twisted pair cable.

o Ifany fault occurs in the cable causes the failure in the entire network.

Fibre Optic

o Fibre optic cable is a cable that uses electrical signals for communication.

o Fibre optic is a cable that holds the optical fibres coated in plastic that are used to send

the data by pulses of light.

o The plastic coating protects the optical fibres from heat, cold, electromagnetic

interference from other types of wiring.

o Fibre optics provide faster data transmission than copper wires.

Diagrammatic representation of fibre optic cable:
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Basic elements of Fibre optic cable:

o

Core: The optical fibre consists of a narrow strand of glass or plastic known as a core. A
core is a light transmission area of the fibre. The more the area of the core, the more light
will be transmitted into the fibre.

Cladding: The concentric layer of glass is known as cladding. The main functionality of
the cladding is to provide the lower refractive index at the core interface as to cause the

reflection within the core so that the light waves are transmitted through the fibre.

Jacket: The protective coating consisting of plastic is known as a jacket. The main
purpose of a jacket is to preserve the fibre strength, absorb shock and extra fibre

protection.

Following are the advantages of fibre optic cable over copper:

o

Greater Bandwidth: The fibre optic cable provides more bandwidth as compared

copper. Therefore, the fibre optic carries more data as compared to copper cable.

Faster speed: Fibre optic cable carries the data in the form of light. This allows the fibre

optic cable to carry the signals at a higher speed.

Longer distances: The fibre optic cable carries the data at a longer distance as compared

to copper cable.

Better reliability: The fibre optic cable is more reliable than the copper cable as it is
immune to any temperature changes while it can cause obstruct in the connectivity of

copper cable.
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o Thinner and Sturdier: Fibre optic cable is thinner and lighter in weight so it can
withstand more pull pressure than copper cable.

Wireless Transmission

Wireless transmission is a form of unguided media. Wireless communication involves no
physical link established between two or more devices, communicating wirelessly. Wireless

signals are spread over in the air and are received and interpreted by appropriate antennas.

When an antenna is attached to electrical circuit of a computer or wireless device, it converts
the digital data into wireless signals and spread all over within its frequency range. The receptor
on the other end receives these signals and converts them back to digital data.

A little part of electromagnetic spectrum can be used for wireless transmission.

Radio Micro (st Ultra YR Gamma
Waves Waves WIS violet RN Rays
10 10 107 10° 107 10° 10 10*
Visible Light

Radio Transmission

Radio frequency is easier to generate and because of its large wavelength it can penetrate
through walls and structures alike.Radio waves can have wavelength from 1 mm — 100,000 km
and have frequency ranging from 3 Hz (Extremely Low Frequency) to 300 GHz (Extremely

High Frequency). Radio frequencies are sub-divided into six bands.

Radio waves at lower frequencies can travel through walls whereas higher RF can travel in
straight line and bounce back.The power of low frequency waves decreases sharply as they

cover long distance. High frequency radio waves have more power.

Lower frequencies such as VLF, LF, MF bands can travel on the ground up to 1000 kilometers,

over the earth’s surface.
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Radio waves of high frequencies are prone to be absorbed by rain and other obstacles. They use
lonosphere of earth atmosphere. High frequency radio waves such as HF and VHF bands are

spread upwards. When they reach lonosphere, they are refracted back to the earth.

F O'N O S PR E R E

Microwave Transmission

Electromagnetic waves above 100 MHz tend to travel in a straight line and signals over them
can be sent by beaming those waves towards one particular station. Because Microwaves travels

in straight lines, both sender and receiver must be aligned to be strictly in line-of-sight.

Microwaves can have wavelength ranging from 1 mm — 1 meter and frequency ranging from
300 MHz to 300 GHz.

DEPARTMENT OF CSE Page 14 of 41




‘ VAVAVAVAVAVAVAVAVAVAVAVA

Microwave antennas concentrate the waves making a beam of it. As shown in picture above, multiple
antennas can be aligned to reach farther. Microwaves have higher frequencies and do not penetrate wall
like obstacles.

Microwave transmission depends highly upon the weather conditions and the frequency it is using.

Infrared Transmission

Infrared wave lies in between visible light spectrum and microwaves. It has wavelength of 700-nm to 1-

mm and frequency ranges from 300-GHz to 430-THz.

Infrared wave is used for very short range communication purposes such as television and it’s remote.
Infrared travels in a straight line hence it is directional by nature. Because of high frequency range,

Infrared cannot cross wall-like obstacles.
Light Transmission

Highest most electromagnetic spectrum which can be used for data transmission is light or optical

signaling. This is achieved by means of LASER.

Because of frequency light uses, it tends to travel strictly in straight line.Hence the sender and receiver
must be in the line-of-sight. Because laser transmission is unidirectional, at both ends of communication
the laser and the photo-detector needs to be installed. Laser beam is generally 1mm wide hence it is a

work of precision to align two far receptors each pointing to lasers source.
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Laser

Laser works as Tx (transmitter) and photo-detectors works as Rx (receiver).

Lasers cannot penetrate obstacles such as walls, rain, and thick fog. Additionally, laser beam is distorted

by wind, atmosphere temperature, or variation in temperature in the path.

Laser is safe for data transmission as it is very difficult to tap 1mm wide laser without interrupting the

communication channel.

Characteristics of OSI Model:
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The OSI model is divided into two layers: upper layers and lower layers.

The upper layer of the OSI model mainly deals with the application related issues, and
they are implemented only in the software. The application layer is closest to the end
user. Both the end user and the application layer interact with the software applications.

An upper layer refers to the layer just above another layer.

The lower layer of the OSI model deals with the data transport issues. The data link layer
and the physical layer are implemented in hardware and software. The physical layer is
the lowest layer of the OSI model and is closest to the physical medium. The physical

layer is mainly responsible for placing the information on the physical medium.

Functions of the OSI Layers

There are the seven OSI layers. Each layer has different functions. A list of seven layers are
given below:

1.
2.

Physical Layer
Data-Link Layer
Network Layer
Transport Layer
Session Layer
Presentation Layer

Application Layer
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o The main functionality of the physical layer is to transmit the individual bits from one
node to another node.

o Itis the lowest layer of the OSI model.
o It establishes, maintains and deactivates the physical connection.

o It specifies the mechanical, electrical and procedural network interface specifications.

Functions of a Physical layer:

o Line Configuration: It defines the way how two or more devices can be connected

physically.

o Data Transmission: It defines the transmission mode whether it is simplex, half-duplex

or full-duplex mode between the two devices on the network.
o Topology: It defines the way how network devices are arranged.

o Signals: It determines the type of the signal used for transmitting the information.

Data-Link Layer

From Network Laver To Network Laver

L3 data L3 data

Data ' ' : ; Data
link |[T2 H2?|Frame Frame | T2 H2| link
layer L , d laver
10101000000010 10101000000010
To Physical Layer From Physical Layer

o This layer is responsible for the error-free transfer of data frames.
o It defines the format of the data on the network.

o It provides a reliable and efficient communication between two or more devices.
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o Itis mainly responsible for the unique identification of each device that resides on a local

network.
o It contains two sub-layers:
o Logical Link Control Layer

o Itisresponsible for transferring the packets to the Network layer of the

receiver that is receiving.
o Itidentifies the address of the network layer protocol from the header.
o Italso provides flow control.
o Media Access Control Layer

o A Media access control layer is a link between the Logical Link Control

layer and the network’s physical layer.

o Itis used for transferring the packets over the network.

Functions of the Data-link layer

o Framing: The data link layer translates the physical's raw bit stream into packets known
as Frames. The Data link layer adds the header and trailer to the frame. The header which

is added to the frame contains the hardware destination and source address.

Header Packet Trailer

o Physical Addressing: The Data link layer adds a header to the frame that contains a
destination address. The frame is transmitted to the destination address mentioned in the

header.

o Flow Control: Flow control is the main functionality of the Data-link layer. It is the
technique through which the constant data rate is maintained on both the sides so that no
data get corrupted. It ensures that the transmitting station such as a server with higher

processing speed does not exceed the receiving station, with lower processing speed.

o Error Control: Error control is achieved by adding a calculated value CRC (Cyclic

Redundancy Check) that is placed to the Data link layer's trailer which is added to the
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message frame before it is sent to the physical layer. If any error seems to occurr, then the
receiver sends the acknowledgment for the retransmission of the corrupted frames.

o Access Control: When two or more devices are connected to the same communication
channel, then the data link layer protocols are used to determine which device has control

over the link at a given time.
Network Layer

From transport laver To transport laver

L4 data L4 data

| 1

v i

Network Network
Laver H3 |Packet Packet H3

A\

Laver

L3 data L3 data

To Data link layer From Data link layer
o Itisa layer 3 that manages device addressing, tracks the location of devices on the
network.

o It determines the best path to move data from source to the destination based on the

network conditions, the priority of service, and other factors.

o The Data link layer is responsible for routing and forwarding the packets.

o Routers are the layer 3 devices, they are specified in this layer and used to provide the
routing services within an internetwork.

o The protocols used to route the network traffic are known as Network layer protocols.

Examples of protocols are IP and Ipveé.
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Functions of Network Layer:

O

Internetworking: An internetworking is the main responsibility of the network layer. It
provides a logical connection between different devices.

Addressing: A Network layer adds the source and destination address to the header of
the frame. Addressing is used to identify the device on the internet.

Routing: Routing is the major component of the network layer, and it determines the best
optimal path out of the multiple paths from source to the destination.

Packetizing: A Network Layer receives the packets from the upper layer and converts
them into packets. This process is known as Packetizing. It is achieved by internet

protocol (IP).

Transport Layer

From session layer To session layer
L5 data L5 data
7 A ] 1 A 7l T
/ 7 /) ‘ \ / £ , / ,‘ I
Transpurtf f/ ] l f I \ !f ’ f/ !.' ; !1 _f Transport
leyer | {Ha] [ [na| [ [na]| |[L_Ina][_[wa][[na] layer
L4 data L4 data
L4 data L4 data
L4 data L4 data
To network layer From network layer

The Transport layer is a Layer 4 ensures that messages are transmitted in the order in

which they are sent and there is no duplication of data.
The main responsibility of the transport layer is to transfer the data completely.

It receives the data from the upper layer and converts them into smaller units known as

segments.
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o This layer can be termed as an end-to-end layer as it provides a point-to-point connection
between source and destination to deliver the data reliably.

The two protocols used in this layer are:

o Transmission Control Protocol
o Itis astandard protocol that allows the systems to communicate over the internet.
o It establishes and maintains a connection between hosts.

o When data is sent over the TCP connection, then the TCP protocol divides the
data into smaller units known as segments. Each segment travels over the internet
using multiple routes, and they arrive in different orders at the destination. The
transmission control protocol reorders the packets in the correct order at the

receiving end.
o User Datagram Protocol
o User Datagram Protocol is a transport layer protocol.

o Itis an unreliable transport protocol as in this case receiver does not send any
acknowledgment when the packet is received, the sender does not wait for any

acknowledgment. Therefore, this makes a protocol unreliable.
Functions of Transport Layer:

o Service-point addressing: Computers run several programs simultaneously due to this
reason, the transmission of data from source to the destination not only from one
computer to another computer but also from one process to another process. The transport
layer adds the header that contains the address known as a service-point address or port
address. The responsibility of the network layer is to transmit the data from one computer
to another computer and the responsibility of the transport layer is to transmit the
message to the correct process.

o Segmentation and reassembly: When the transport layer receives the message from the

upper layer, it divides the message into multiple segments, and each segment is assigned

with a sequence number that uniquely identifies each segment. When the message has
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arrived at the destination, then the transport layer reassembles the message based on their
sequence numbers.

o Connection control: Transport layer provides two services Connection-oriented service
and connectionless service. A connectionless service treats each segment as an individual
packet, and they all travel in different routes to reach the destination. A connection-
oriented service makes a connection with the transport layer at the destination machine
before delivering the packets. In connection-oriented service, all the packets travel in the
single route.

o Flow control: The transport layer also responsible for flow control but it is performed
end-to-end rather than across a single link.

o Error control: The transport layer is also responsible for Error control. Error control is
performed end-to-end rather than across the single link. The sender transport layer

ensures that message reach at the destination without any error.
Session Layer

From presentation layer .
To presentation layer
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o Itisa layer 3 inthe OSI model.

L5 data

From transport layer
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o The Session layer is used to establish, maintain and synchronizes the interaction between

communicating devices.

Functions of Session layer:

o Dialog control: Session layer acts as a dialog controller that creates a dialog between two
processes or we can say that it allows the communication between two processes which

can be either half-duplex or full-duplex.

o Synchronization: Session layer adds some checkpoints when transmitting the data in a
sequence. If some error occurs in the middle of the transmission of data, then the
transmission will take place again from the checkpoint. This process is known as

Synchronization and recovery.

Presentation Layer

From application laver To application laver
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o A Presentation layer is mainly concerned with the syntax and semantics of the

information exchanged between the two systems.

o It acts as a data translator for a network.
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o This layer is a part of the operating system that converts the data from one presentation
format to another format.

o The Presentation layer is also known as the syntax layer.
Functions of Presentation layer:

o Translation: The processes in two systems exchange the information in the form of
character strings, numbers and so on. Different computers use different encoding
methods, the presentation layer handles the interoperability between the different
encoding methods. It converts the data from sender-dependent format into a common
format and changes the common format into receiver-dependent format at the receiving
end.

o Encryption: Encryption is needed to maintain privacy. Encryption is a process of
converting the sender-transmitted information into another form and sends the resulting

message over the network.

o Compression: Data compression is a process of compressing the data, i.e., it reduces the
number of bits to be transmitted. Data compression is very important in multimedia such

as text, audio, video.

Application Layer
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o An application layer serves as a window for users and application processes to access

network service.
o It handles issues such as network transparency, resource allocation, etc.
o An application layer is not an application, but it performs the application layer functions.

o This layer provides the network services to the end-users.
Functions of Application layer:

o File transfer, access, and management (FTAM): An application layer allows a user to
access the files in a remote computer, to retrieve the files from a computer and to manage

the files in a remote computer.

o Mail services: An application layer provides the facility for email forwarding and

storage.

o Directory services: An application provides the distributed database sources and is used

to provide that global information about various objects.
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TCP/IP model

o The TCP/IP model was developed prior to the OSI model.
o The TCP/IP model is not exactly similar to the OSI model.

o The TCP/IP model consists of five layers: the application layer, transport layer, network
layer, data link layer and physical layer.

o The first four layers provide physical standards, network interface, internetworking, and
transport functions that correspond to the first four layers of the OSI model and these four
layers are represented in TCP/IP model by a single layer called the application layer.

o TCP/IP is a hierarchical protocol made up of interactive modules, and each of them

provides specific functionality.

Here, hierarchical means that each upper-layer protocol is supported by two or more lower-level

protocols.

Functions of TCP/IP layers:
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Network Access Layer

o A network layer is the lowest layer of the TCP/IP model.

o A network layer is the combination of the Physical layer and Data Link layer defined in

the OSI reference model.
o It defines how the data should be sent physically through the network.

o This layer is mainly responsible for the transmission of the data between two devices on

the same network.

o The functions carried out by this layer are encapsulating the IP datagram into frames

transmitted by the network and mapping of IP addresses into physical addresses.

o The protocols used by this layer are ethernet, token ring, FDDI, X.25, frame relay.
Internet Layer

o Aninternet layer is the second layer of the TCP/IP model.

o Aninternet layer is also known as the network layer.
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o The main responsibility of the internet layer is to send the packets from any network, and
they arrive at the destination irrespective of the route they take.

Following are the protocols used in this layer are:

IP Protocol: IP protocol is used in this layer, and it is the most significant part of the entire
TCP/IP suite.

Following are the responsibilities of this protocol:

o IP Addressing: This protocol implements logical host addresses known as IP addresses.
The IP addresses are used by the internet and higher layers to identify the device and to

provide internetwork routing.

o Host-to-host communication: It determines the path through which the data is to be

transmitted.

o Data Encapsulation and Formatting: An IP protocol accepts the data from the transport
layer protocol. An IP protocol ensures that the data is sent and received securely, it

encapsulates the data into message known as IP datagram.

o Fragmentation and Reassembly: The limit imposed on the size of the IP datagram by
data link layer protocol is known as Maximum Transmission unit (MTU). If the size of IP
datagram is greater than the MTU unit, then the IP protocol splits the datagram into
smaller units so that they can travel over the local network. Fragmentation can be done by
the sender or intermediate router. At the receiver side, all the fragments are reassembled

to form an original message.

o Routing: When IP datagram is sent over the same local network such as LAN, MAN,
WAN, it is known as direct delivery. When source and destination are on the distant
network, then the IP datagram is sent indirectly. This can be accomplished by routing the

IP datagram through various devices such as routers.
ARP Protocol

o ARP stands for Address Resolution Protocol.
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o ARP is a network layer protocol which is used to find the physical address from the IP
address.
o The two terms are mainly associated with the ARP Protocol:
o ARP request: When a sender wants to know the physical address of the device, it
broadcasts the ARP request to the network.
o ARP reply: Every device attached to the network will accept the ARP request
and process the request, but only recipient recognize the IP address and sends
back its physical address in the form of ARP reply. The recipient adds the

physical address both to its cache memory and to the datagram header
ICMP Protocol

o ICMP stands for Internet Control Message Protocol.

o Itis a mechanism used by the hosts or routers to send notifications regarding datagram
problems back to the sender.

o A datagram travels from router-to-router until it reaches its destination. If a router is
unable to route the data because of some unusual conditions such as disabled links, a
device is on fire or network congestion, then the ICMP protocol is used to inform the
sender that the datagram is undeliverable.

o An ICMP protocol mainly uses two terms:

o ICMP Test: ICMP Test is used to test whether the destination is reachable or not.
o ICMP Reply: ICMP Reply is used to check whether the destination device is
responding or not.

o The core responsibility of the ICMP protocol is to report the problems, not correct them.

The responsibility of the correction lies with the sender.
o ICMP can send the messages only to the source, but not to the intermediate routers
because the IP datagram carries the addresses of the source and destination but not of the

router that it is passed to.
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Transport Layer

The transport layer is responsible for the reliability, flow control, and correction of data which is

being sent over the network.

The two protocols used in the transport layer are User Datagram protocol and Transmission

control protocol.

o User Datagram Protocol (UDP)

o

o

It provides connectionless service and end-to-end delivery of transmission.
It is an unreliable protocol as it discovers the errors but not specify the error.

User Datagram Protocol discovers the error, and ICMP protocol reports the error

to the sender that user datagram has been damaged.

UDP consists of the following fields:

Source port address: The source port address is the address of the application
program that has created the message.

Destination port address: The destination port address is the address of the
application program that receives the message.

Total length: It defines the total number of bytes of the user datagram in bytes.

Checksum: The checksum is a 16-bit field used in error detection.

UDP does not specify which packet is lost. UDP contains only checksum; it does

not contain any 1D of a data segment.
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o Transmission Control Protocol (TCP)

o

o

It provides a full transport layer services to applications.

It creates a virtual circuit between the sender and receiver, and it is active for the
duration of the transmission.

TCP is a reliable protocol as it detects the error and retransmits the damaged
frames. Therefore, it ensures all the segments must be received and acknowledged
before the transmission is considered to be completed and a virtual circuit is
discarded.

At the sending end, TCP divides the whole message into smaller units known as
segment, and each segment contains a sequence number which is required for
reordering the frames to form an original message.

At the receiving end, TCP collects all the segments and reorders them based on

sequence numbers.

Application Layer

o An application layer is the topmost layer in the TCP/IP model.

o Itis responsible for handling high-level protocols, issues of representation.

o This layer allows the user to interact with the application.
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o When one application layer protocol wants to communicate with another application
layer, it forwards its data to the transport layer.

o There is an ambiguity occurs in the application layer. Every application cannot be placed
inside the application layer except those who interact with the communication system.
For example: text editor cannot be considered in application layer while web browser
using HTTP protocol to interact with the network where HTTP protocol is an

application layer protocol.
Following are the main protocols used in the application layer:

o HTTP: HTTP stands for Hypertext transfer protocol. This protocol allows us to access
the data over the world wide web. It transfers the data in the form of plain text, audio,
video. It is known as a Hypertext transfer protocol as it has the efficiency to use in a

hypertext environment where there are rapid jumps from one document to another.

o SNMP: SNMP stands for Simple Network Management Protocol. It is a framework used

for managing the devices on the internet by using the TCP/IP protocol suite.

o SMTP: SMTP stands for Simple mail transfer protocol. The TCP/IP protocol that
supports the e-mail is known as a Simple mail transfer protocol. This protocol is used to

send the data to another e-mail address.

o DNS: DNS stands for Domain Name System. An IP address is used to identify the
connection of a host to the internet uniquely. But, people prefer to use the names instead
of addresses. Therefore, the system that maps the name to the address is known as

Domain Name System.

o TELNET: Itis an abbreviation for Terminal Network. It establishes the connection
between the local computer and remote computer in such a way that the local terminal

appears to be a terminal at the remote system.

o FTP: FTP stands for File Transfer Protocol. FTP is a standard internet protocol used for

transmitting the files from one computer to another computer.

o TELNET: Itis an abbreviation for Terminal Network. It establishes the connection
between the local computer and remote computer in such a way that the local terminal

appears to be a terminal at the remote system.
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o FTP: FTP stands for File Transfer Protocol. FTP is a standard internet protocol used for

transmitting the files from one computer to another computer.
- Difference between OSI Model and TCP/IP Model

o Here are some important differences between the OSI and TCP/IP model:

OSI Model
It is developed by ISO (International Standard

Organization)
OSI model provides a clear distinction between

interfaces, services, and protocols.
OSiI refers to Open Systems Interconnection.

OSI uses the network layer to define routing
standards and protocols.

OSI follows a vertical approach.
OSI layers have seven layers.

In the OSI model, the transport layer is only

connection-oriented.

In the OSI model, the data link layer and physical

are separate layers.

Session and presentation layers are a part of the
OSI model.

It is defined after the advent of the Internet.

The minimum size of the OSI header is 5 bytes.

TCP/IP Model
It is developed by ARPANET (Advanced Research

Project Agency Network).

TCP/IP doesn’t have any clear distinguishing points

between services, interfaces, and protocols.

TCP refers to Transmission Control Protocol.
TCP/IP uses only the Internet layer.

TCP/IP follows a horizontal approach.
TCP/IP has four layers.
A layer of the TCP/IP model is both connection-oriented

and connectionless.

In TCP, physical and data link are both combined as a

single host-to-network layer.

There is no session and presentation layer in the TCP

model.
It is defined before the advent of the internet.

The minimum header size is 20 bytes.

NETWORK SOFTWARE :

Protocol Hierarchies in Computer Network

A protocol is simply defined as a set of rules and regulations for data communication. Rules

are basically defined for each and every step and process at time of communication among two

Oor more computers.
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Networks are needed to follow these protocols to transmit data successfully. All protocols
might be implemented using hardware, software, or combination of both of them. There are

three aspects of protocols given below

e Syntax -

It is used to explain data format that is needed to be sent or received.
e Semantics —

It is used to explain exact meaning of each of sections of bits that are usually transferred.
e Timings -

It is used to explain exact time at which data is generally transferred along with speed at

which it is transferred.

Protocol Hierarchies Generally, Computer networks are comprised of or contain a large
number of pieces of hardware and software.
To just simplify network design, various networks are organized and arranged as a stack of
layers of hardware and software, one on top of another.
The number, name, content, and function of each layer might vary and can be different from
one network to another. The main purpose of each of layers is just to offer and provide services

to higher layers that are present

Example :

Below is diagram representing a five-layer network.

e The diagram shows communication between Host 1 and Host 2. The data stream is passed
through a number of layers from one host to other.

« Virtual communication is represented using dotted lines between peer layers. Physical
communication is represented using solid arrows between adjacent layers.

e Through physical medium, actual communication occurs. The layers at same level are

commonly known as peers
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Design Issues for the Layers of Computer Networks

A number of design issues exist for the layer to layer approach of computer networks. Some of the

main design issues are as follows —

Reliability

Network channels and components may be unreliable, resulting in loss of bits while data transfer. So, an

important design issue is to make sure that the information transferred is not distorted.

Scalability

Networks are continuously evolving. The sizes are continually increasing leading to congestion. Also,
when new technologies are applied to the added components, it may lead to incompatibility issues. Hence,
the design should be done so that the networks are scalable and can accommodate such additions and

alterations.

Addressing

At a particular time, innumerable messages are being transferred between large numbers of computers.
So, a naming or addressing system should exist so that each layer can identify the sender and receivers of

gach message.
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Error Control

Unreliable channels introduce a number of errors in the data streams that are communicated. So, the
layers need to agree upon common error detection and error correction methods so as to protect data
packets while they are transferred.

Flow Control

If the rate at which data is produced by the sender is higher than the rate at which data is received by the
receiver, there are chances of overflowing the receiver. So, a proper flow control mechanism needs to be

implemented.

Resource Allocation

Computer networks provide services in the form of network resources to the end users. The main design
issue is to allocate and deallocate resources to processes. The allocation/deallocation should occur so that

minimal interference among the hosts occurs and there is optimal usage of the resources.

Routing

There may be multiple paths from the source to the destination. Routing involves choosing an optimal
path among all possible paths, in terms of cost and time. There are several routing algorithms that are

used in network systems.

Security

A major factor of data communication is to defend it against threats like eavesdropping and surreptitious
alteration of messages. So, there should be adequate mechanisms to prevent unauthorized access to data

through authentication and cryptography.

Connection-oriented vsConnection-less Services

Connection-oriented service is related to the telephone system. It includes the connection
establishment and connection termination.
In connection-oriented service, Handshake method is used to establish the connection between sender

and receiver.

Connection-less service is related to the postal system. It does not include any connection

establishment and connection termination.
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Connection-less Service does not give the guarantee of reliability. In this, Packets do not follow same

path to reach destination.

Service Primitives

A service is formally specified by a set of primitives (operations) available to a user process to
access the service.

These primitives tell the service to perform some action or report on an action taken by a peer
entity. If the protocol stack is located in the operating system, as it often is, the primitives are
normally system calls.

These calls cause a trap to kernel mode, which then turns control of the machine over to the
operating system to send the necessary packets. The set of primitives available depends on the

nature of the service being provided.

The primitives for connection-oriented service are different from those of connection-less

service. There are five types of service primitives :

1. LISTEN : When a server is ready to accept an incoming connection it
executes the LISTEN primitive. It blocks waiting for an incoming
connection.

2. CONNECT : It connects the server by establishing a connection. Response
Is awaited.

3. RECIEVE: Then the RECIEVE call blocks the server.

4. SEND : Then the client executes SEND primitive to transmit its request
followed by the execution of RECIEVE to get the reply. Send the message.

5. DISCONNECT : This primitive is used for terminating the connection.
After this primitive one can't send any message. When the client sends
DISCONNECT packet then the server also sends the DISCONNECT packet
to acknowledge the client. When the server package is received by client
then the process is terminated.

Connection Oriented Service Primitives
There are 5 types of primitives for Connection Oriented Service :
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LISTEN Block waiting for an incoming connection
CONNECTION Establish a connection with a waiting peer
RECEIVE Block waiting for an incoming message
SEND Sending a message to the peer
DISCONNECT Terminate a connection

Connectionless Service Primitives
There are 4 types of primitives for Connectionless Oriented Service:

UNIDATA This primitive sends a packet of data
FACILITY, Primitive for enquiring about the performance of the network,
REPORT like delivery statistics.

Relationship of Services to Protocol

What are Services?

These are the operations that a layer can provide to the layer above it in the OSI
Reference model. It defines the operation and states a layer is ready to perform but

it does not specify anything about the implementation of these operations.
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USER 1
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What are Protocols?

These are set of rules that govern the format and meaning of frames, messages or
packets that are exchanged between the server and client.
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